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DynamicAttributeEval

boolean has_attribute(
in ResourceKey
in CredentialsList,
in SecAttribute);

Booleans has_attributes(
in ResourceKey
in CredentialsList,
in AttributeList);

void add_rights(
in SecAttribute,
in DelegationState,
in RightsList,
in Timelntervals)

void replace_rights(
in SecAttribute,
in DelegationState,
in ExtensibileFamily,
in RightsList,
in Timelntervals)
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boolean
access_allowed(in string intent,
in ResourceName,
in CredentialsList)

Booleans multiple_access_allowed(
in MultipleAccess,
in CredentialsList);

AccessDecision

DynamicAttrinfo
get_dynattribute_support(
in ResourceName)

create_resource_def(
in ResourceDef)
add_dynattribute_support(
in ResourceName,
in ResourceKey,
in DynamicAttributeEval);

void remove_rights(
in SecAttribute,

in DelegationState,
in RightsList)

delete_resource_def(
in ResourceDef)

set_resoul rceikey(/
in ResourceName,
in ResourceKey)

™ set_permission_control( ¥ ResourceRepository

in ResourceName,
in PermissionControlModel)

remove_subclass(
) in ResourceDef)
ResourceAccessPolicy —
set_rights(
in string intent,
in ResourceName,
in RightsList,
in RightsCombinator);

add_subclass(
in ResourceDef)

get_rights(
in string intent,
in ResourceName,
out RightsList,
out RightsCombinator);

RightsList get_rights(
in SecAttribute,
in DelegationState,
in ExtensibileFamily)
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//File: DfResourceAccessControl.idl
/1

#i fndef _DF_RESOURCE_ACCESS CONTROL_| DL_
#define _DF_RESOURCE_ACCESS CONTROL_| DL_

#i ncl ude <orb.idl>

#include "Security.idl™"
#include "SecuritylLevel 2.idl"

This proposal uses Types defined in both Security.idl and
SecuritylLevel 2.idl

/1 #include "Nam ngAut hority.idl"

Thi s proposal does not use the Nam ngAuthority.idl file directly (this
is used in all CORBAMed proposals, however, it does require that the
Resour ceNanme for resources that are BASECLASS resources - see bel ow -
must be a Nam ngAut hority::QualifiedNameStr for interoperability with
ot her CORBAMed specifications that use this nmodule. W can tal k about
strengthing this requirenent to nake the string a union type, but I

t hought that overkill.

#pragma prefix "ong.org"

nodul e Df Resour ceAccessContr ol

{
i nterface Dynam cAttri but eEval ; /1 forward

//*********************************************************

/1 Basi ¢ Types

//*********************************************************

typedef Securitylevel 2::Credential sList Credential sList;
typedef Security::AttributeList Attributelist;

typedef Security::SecAttribute SecAttribute;

typedef Security::Del egationState Del egati onState ;

The types bel ow are the Security types that this proposal is dependent
on. | believe this spec could easily be used by applications where
CORBASec is not available -- they sinply woul d have to create these
types. One question is whether to pass Credential sList or to pass
AttributelList. The question is whether an application that isn't
CORBASec protected would want to create the Credential objects?

enum Per m ssi onCont r ol Mbdel {GRANTED RI GHTS, DEN ED RI GHTS};
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This is an enhancenent to the access control nodel in CORBASec. On a
resource basis, the nodel can be set to a “granted_rights” nodel or a

“deni ed_rights” nodel. This would nean that the enterprise user could
configure based on explicitly granting rights, or explicitly denying
rights for a SecAttribute -- in fact both types of rights could be

assi gned and dependi ng on the resource the AccessDeci sion object would
use the proper set of rights.

t ypedef sequence<bool ean> Bool eans;
typedef sequence<octet> Resour ceKey;

This ResourceKey is defined by the application and is used when
AccessDeci sion needs to call back to the application to determne if a
dynami c attribute is true. It is opaque to the HRAC

typedef string ResourceType;

const ResourceType BASECLASS = "BASECLASS";
const ResourceType SUBCLASSTYPE = " SUBCLASS"

const ResourceType ATOM CTYPE = "ATOM C';

Resources are of 3 types. A base type is basically the root of a tree,
Subcl ass types may be |linked to base types or other subclass types.
This is your traditional file system approach with the exception that

t he subcl ass type can be a | eaf. If such a tree is defined, the
required rights associated with the subclasses down the tree nust be
subcl asses of the required rights of the parents. An atom c resource
stands al one and is not associated with any tree structure.

struct Resour ceNanmeConponent {

string id;
Resour ceType ki nd;
i

t ypedef sequence<Resour ceNaneConponent > Resour ceNane;

ResourceNane is a sequence of structures that includes a nanme (id) and
a ResourceType as shown above. This is structured for ease of
integration with a Nam ng Service if a vendor wi shed to do sonething
i ke that.

If the ResourceType is “BASECLASS’, then the string nust be a
Nam ngAut hority:: QualifiedNaneStr
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struct Dynam cAttrinfo {
Dynam cAttri but eEval eval uat or;
Resour ceKey key;
Attributeli st dyn_attrs;

i
This structure is used to provide information about the dynamc

attributes and how to resolve them (Note that Dynam cAttributeEval is
an interface that provides this service).

struct ResourceDef {

Resour ceNaneConponent | ocal _nane; /1 Nanme & Kind
Per m ssi onCont r ol Model control _nodel ; /1 Denied/ Ganted rights
bool ean supports_dynattr;

b

The ResourceDef includes information necessary to do access control on
a resource. See the ResourceRepository interface.

/1typedef Security::ExtensibleFam |y ExtensibleFamly;

/ltypedef Security:: R ghtsConbi nator Ri ghtsConbinator;

struct ExtensibleFamly {

unsi gned short fam |y_definer;
unsi gned short famly;
i
enum Ri ght sCombi nat or {
SecAl | Ri ght s,
SecAnyRi ght
i

They types above could be typedef’'d... they are included here w thout
typedef to keep the Idl easy to read without referring back to the
Security spec excessively. They have the exact same neaning as in the
security spec.

/1 extension of Security::Right...

struct Right {
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Per m ssi onCont r ol Model control nodel

Extensi bl eFamily rights famly

string right;
i
typedef sequence<Ri ght> Ri ghtsList;
Note that this is NOT the identical structure as a right in the
security specification although it basically is used the same. It has
been extended to allow a right to be assigned as a GRANTED RI GHT or a
DENIED RIGHT. This is to support both inplicit and explicit nodels of
access control

typedef TineBase::Interval T Interval T;

typedef sequence<lnterval T> Ti nel ntervals;

//***************************************************************

/1 i nterface ResourceAccessPolicy

//***************************************************************

This interface is simlar to the Domai nAccessPolicy interface in
CORBASec. The difference is that Domain Access is based on granting
rights and revoking rights. Since “rights” are based on a control
nmodel in this spec (GRANTED RI GHT, DEN ED RI GHT), these operations add
rights and renove rights (vs. grant/revoke). The right itself is a
granted right or a denied right.

There is al so a sequence of Tinelntervals which are the tines when the
right is not valid.

If you keep this in mnd, you can follow the intent by readi ng about

t he Domai nAccessPolicy (starting on p. 15-130) operations in CORBASec
to understand the nodel.

i nterface ResourceAccessPol i cy{

voi d add_ri ght s(
in SecAttribute priv_attr,

in Del egati onSt at e del _state,
in Ri ght sLi st rights,



in Ti mel nterval s

)

voi d renove_ri ght s(
in SecAttribute
in Del egati onSt at e
in Ri ght sLi st

);

void replace_rights (
in SecAttribute

in Del egati onSt at e
in Ri ght sLi st
in Ti mel nterval s

)

Ri ght sLi st get_rights (
in SecAttribute
in Del egati onSt at e
in Ext ensi bl eFam |y

}s
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deny_tines

priv_attr,
del state,
rights

priv_attr,
del state,
rights,
deny_tines

priv_attr,
del state,
rights famly

//******************************************************************

/1 i nterface ResourceRepository

//*****************************************************************

This interface is a repository for the Resource information that is

necessary for access deci sions.

The nodel is the sane as the
Requi redRi ghts interface i n CORBASec,

but it has been extensively

enhanced to include functionality necessary for resource control. In
addition to setting the required rights, this allows you to define a
resource of a certain type (BASECLASS, SUBCLASS, ATOM C), define

hi erarchy’ s for the base/subcl asses, provide the information necessary
if access is control based on dynamic attributes. It also allows you
to set the pernission control used for the resource (GRANTED RI GHTS, or
DENIED RIGHTS). Basically (and I’mnot sure that there isn’t a hole
here quite frankly), the idea is that the rights assigned to the
resource are conpared with the rights assigned to the SecAttributes and
t he appropriate perm ssion control (granted, denied) is applied. For
granted rights this is identical to CORBASec use of rights... for
denied rights I need to wite up an explaination of how this works.

See the Dynami cAttributeEval interface of howthis information i s used.

i nterface ResourceRepository {

voi d create_resource_def (

in Resour ceDef resource);
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voi d del ete_resource_def (

in Resour ceDef resource);

voi d add_subcl ass (i n ResourceNane parent,
i n ResourceDef child);

voi d renove_subcl ass (i n ResourceNanme parent,
i n ResourceNane child);

voi d add_dynattri bute_support (
in Resour ceNane nane,
in Dynam cAttrl nfo dynam c_i nfo,
in AttributeList dyn_attrs);

Dynam cAttrlnfo get_dynattribute_support (
i n Resour ceNane nane) ;

voi d set_perm ssion_control (
in Resour ceNane nane,
in Per m ssi onCont r ol Model control _nodel);
voi d set_resource_key (
in Resour ceNane nane,
in Resour ceKey key);
/1 The w apper around RequiredR ghts functionality

voi d set_rights(

in string i ntent,
in Resour ceNane resour ce_nane,
in Ri ght sLi st rights,
in Ri ght sConbi nat or ri ghts_conbi nat or
);
voi d get _rights(
in string i ntent,
in Resour ceNane resour ce_nane,
out Ri ghtsLi st rights,
out Ri ght sConbi nat or ri ghts_conbi nat or
);

b

//******************************************************************

/1 i nterface Dynam cAttri buteEval
//*****************************************************************

It is expected (but other options exist) that this interface wll
typically be inplenmented by the application itself or by the enterprise
in which the application is installed. The idea is that the
application (or some relationship service that is used by the
application, or some local logic) is the only place that truly
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understands the rel ationships that are necessary to determine if a
Dynamic attribute is currently valid. For exanple, we may not want to
or be able to “configure” the “ATTENDI NG PHYSI Cl AN’ SecAttribute. The
application at runtine knows how to deternmine if this is true; the HRAC
doesn’t. The application nmay use a relationship service, or it may
“look” in the patient record, or it may know it is true sone other way.
So the idea is that for a Resource, a list of Dynamic Attributes that

are part of the decision logic will be configured. These will include
things |ike “ATTENDI NG PHYSI CI AN'. The application (or sone other
service -- internal or external to HRAC dependi ng on i npl enentati on)

will use the add_dynattribute_support () operation of the

Resour ceRepository to give the HRAC an object reference of an eval uator
and a ResourceKey that can be used to ask if a [particular set of]
attribute(s) is currently true. Note that this can be a relationship
based attribute, but it isn't restricted to that. It could be any
SecAttribute that can be determ ned only by the application or by logic
witten for a particular installation

The AccessDeci si on object would obtain an indication of whether dynamc
attributes are supported and if it needed to determine if they are
currently valid, it would obtain the Dynam cAttributeEval and

Resour ceKey needed to call the Dynam cAttributeEval and ask if the
attribute is valid. Notice that rights are assigned to these
attributes in the sane way as any attribute... we just have to find out
if they are currently part of the credentials.

i nterface Dynam cAttributeBEval {

bool ean has_attri but e(

in Resour ceKey resour ce_key,
in Credential sList existing_credentials,
in SecAttribute dynam c_attr);

Bool eans has_attri butes(

in Resour ceKey resour ce_key,

in Credential sList existing_credentials,

in Attributeli st dynam c_attrs);

//******************************************************************

/1 i nterface AccessDeci si on
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//*****************************************************************

This is the AccessDecision interface. |’mrequesting that we not use
the term*“operation” as an identifier for the first paraneter. This is
because it can be confused with an operation on a CORBA interface

This is clearly one way that the paraneter m ght be used, but this type
of operation mght also be considered a subclass resource and the
operation would be “use”. And it has little meani ng when the resource
is actually a paraneter of a corba operation... anyway, |’ m suggesting
that this word be changed to “intent”... to clearly indicate that we
expect it to be (but obviously don't require) things like “read, wite,
update, use, .... | think |I could actually nake an argument that it
isn't needed at all (or should be a “requested_right”)... but |I haven't
t hought about that enough

i nterface AccessDecision {

struct AccessDef ({
string i ntent;
Resour ceNane nane;
i
typedef sequence<AccessDef> Milti pl eAccessDef;

bool ean access_al | owed(
in string i ntent,
in Resour ceNane nane,
in Credential sList credentials);

Bool eans mul ti pl e_access_al | owed(
in MiltipleAccessDef request ed_access,
in Credential sList credentials);

s
}s

#endi f // Df Resour ceAccessControl



