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Changes


1. Miscellaneous typos and wording errors were corrected.
2. Replacing PolicyEvalutatorLocatorAdmin interface with PolicyEvalutatorLocatorBasicAdmin PolicyEvalutatorLocatorNameAdmin, and PolicyEvalutatorLocatorPAtternAdmin

· Computational model diagram on page 20 was replaced with the following diagram:
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· The second bullet item on page 20 was replaced with the following text:

· “Administrative interfaces: AccessDecisionAdmin, PolicyEvaluatorAdmin, and PolicyEvaluatorLocatorBasicAdmin, PolicyEvaluatorLocatorNameAdmin, PolicyEvaluatorLocatorPatternAdmin.”

· The paragraph on page 35 beginning with words “readonly attribute PolicyEvaluatorAdmin” was replaced with the following text:

“readonly attribute PolicyEvaluatorLocatorBasicAdmin basic_admin

The PolicyEvaluatorLocator’s basic administrative interface can be obtained via this attribute. 

readonly attribute PolicyEvaluatorLocatorNameAdmin name_admin

The interface for administrating associations between resource names and policy evaluators as well as between resource names and decision combinators can be obtained via this attribute. 

readonly attribute PolicyEvaluatorLocatorPatternAdmin pattern_admin

The interface for administrating associations between resource name patterns and policy evaluators as well as between resource name patterns and decision combinators can be obtained via this attribute. If an implementation of a policy evaluator locator does not implement support for resource name patterns this attribute must be null.”

· IDL code fragment on page 35 was replaced with the following:

//******************************************************

//     interface PolicyEvaluatorLocator

//******************************************************

interface PolicyEvaluatorLocator {


readonly attribute PolicyEvaluatorLocatorBasicAdmin basic_admin;


readonly attribute PolicyEvaluatorLocatorNameAdmin name_admin;


readonly attribute PolicyEvaluatorLocatorPatternAdmin pattern_admin;


PolicyDecisionEvaluators get_policy_decision_evaluators(



in
ResourceName    resource_name


) 


raises (ComponentError);

};



· Section 3.8 “PolicyEvaluatorLocatorAdmin interface” was deleted.

· After section 3.7 “AccessDecisionAdmin interface” the following new sections were inserted:
“

3.8 PolicyEvaluatorLocatorBasicAdmin interface 

//*******************************************************

//     interface PolicyEvaluatorLocatorBasicAdmin

//*******************************************************

interface PolicyEvaluatorLocatorBasicAdmin {


PolicyEvaluatorList set_default_evaluators( 



in
PolicyEvaluatorList policy_evaluator_list


)


raises (DuplicateEvaluatorName, InvalidPolicyEvaluatorList);

   PolicyEvaluatorList get_default_evaluators();


DecisionCombinator get_default_combinator ();


void set_default_combinator(



in
DecisionCombinator decision_combinator


);

};





The PolicyEvaluatorLocatorBasicAdmin object is used to administrate default associations between PolicyEvaluators and ResourceNames as well as default associations between DecisionCombinators and ResourceNames.

set_default_evaluators()

The list of PolicyEvaluators provided is set as the default evaluators for any ResourceName for which PolicyEvaluators have not been explicitly assigned.  Default evaluators are overridden by the add_evaluators() or replace_evaluators() methods.   The default evaluators will be returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method when no PolicyEvaluators have been explicitly assigned for a ResourceName. 

Preconditions

No preconditions.

Postconditions

1. default_evaluators == “policy_evaluator_list”

get_default_evaluators()

The default set of policy evaluators provided is returned.
Preconditions

No preconditions.

Postconditions

1. return == default_evaluators.
get_default_combinator()

The DecisionCombinator provided is returned.
Preconditions

No preconditions.

Postconditions

2. return == default_combinator.
set_default_combinator()

The DecisionCombinator provided is set as a default.  This combinator is now the combinator used when a DecisionCombinator has not been explicitly specified for a secured resource.  This combinator will be returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method for these resources.

Preconditions

No preconditions.

Postconditions

1. default_combinator == “decision_combinator”.

3.9 PolicyEvaluatorLocatorNameAdmin interface 

//*******************************************************

//     interface PolicyEvaluatorLocatorNameAdmin

//*******************************************************

interface PolicyEvaluatorLocatorNameAdmin {


PolicyEvaluatorList get_evaluators(



in
ResourceName resource_name


)


raises (InvalidResourceName);


void set_evaluators (



in
PolicyEvaluatorList policy_evaluator_list,



in  
ResourceName resource_name


)


raises (InvalidPolicyEvaluatorList,

           InvalidResourceName, 




DuplicateEvaluatorName);


void add_evaluators (



in
PolicyEvaluatorList policy_evaluator_list,



in
ResourceNamePattern resource_name


)


raises (InvalidResourceName, 




InvalidPolicyEvaluatorList,




DuplicateEvaluatorName);


void delete_evaluators (



in
PolicyEvaluatorList policy_evaluator_list,



in  ResourceNamePattern resource_name


)


raises (InvalidResourceName, 




InvalidPolicyEvaluatorList,




DuplicateEvaluatorName);


DecisionCombinator get_combinator (



in  ResourceNamePattern resource_name


)


raises (InvalidResourceName);


void set_combinator (



in  DecisionCombinator
decision_combinator,



in  ResourceNamePattern resource_name


)


raises (InvalidResourceName);


void delete_combinator (



in  ResourceNamePattern resource_name


)


raises (InvalidResourceName);

};





The PolicyEvaluatorLocatorNameAdmin object is used to associate PolicyEvaluators with a ResourceName.    The object is also used to associate the appropriate DecisionCombinator with a  ResourceName. This submission provides a framework for the support of one or more policy evaluators for a single resource. 

get_evaluators()

The list of PolicyEvaluators associated with the ResourceNamePattern is returned.

Preconditions

No preconditions.

Postconditions

1. return == "resource_name".registered_ evalautor_list

set_evaluators()

A list of PolicyEvaluators is assigned for the named resource.  If the resource had existing PolicyEvaluators assigned, they are removed and the entire list is replaced with the ones provided in this method.  The replacement of evaluators for a resource which previously had none results in the added list of evaluators being the only evaluators consulted on an access decision (system default evaluators are no longer consulted unless a system default evaluator is a member of the replacement list).

These evaluators will be the PolicyEvaluators returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.

Preconditions

No preconditions.

Postconditions

1. “resource_name”.registered_evaluator_list ==  policy_evaluator_list

add_evaluators()

A list of PolicyEvaluators is added to the list of evaluators for the named resource.  These evaluators will be in the list of PolicyEvaluators returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.  The addition of evaluators to a ResourceName which previously had none results in the added list of evaluators being the only evaluators consulted on an access decision (system default evaluators are no longer consulted unless a system default evaluator is a member of the added list).

Preconditions

No preconditions.

Postconditions

1. “resource_name”.registered_evaluator_list ==  union (policy_evaluator_list,  “resource_name”.registered_evaluator_list)

delete_evaluators()

The list of PolicyEvaluators is removed from the list of evaluators for the named resource.  These evaluators will not be in the list of PolicyEvaluators returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.

Preconditions

No preconditions.

Postconditions

1. for the "resource_name" : “resource_name”.registered_evaluator_list = “resource_name”.registered_evaluators - "policy_evaluator_list"  

get_combinator()

The DecisionCombinator specified for the named resource is returned.  If a combinator has not been specified for the ResourceName provided, the return will be nil (it will not return the default combinator).

Preconditions

No preconditions.

Postconditions

1. return == "resource_name".registered_ decision_combinator

set_combinator()

A DecisionCombinator is specified for the named resource.  This combinator will be returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.  The DecisionCombinator provided replaces any previous combinator specified for the secured resource. 

Preconditions

No preconditions.

Postconditions

1. "resource_name".registered_ decision_combinator == “decision_combinator”

delete_combinator()

The DecisionCombinator for the ResourceName is removed.  The default combinator will now be returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.
Preconditions

No preconditions.

Postconditions

1. Resource names matching only "resource_name" will be associated with the default combinator.   

3.10 PolicyEvaluatorLocatorPatternAdmin interface

//*******************************************************

//     interface PolicyEvaluatorLocatorPatternAdmin

//*******************************************************

interface PolicyEvaluatorLocatorPatternAdmin {


void register_resource_name_pattern(



in  ResourceNamePattern pattern


)


raises (InvalidResourceNamePattern, 




PatternDuplicate,




PatternConflict);


void unregister_resource_name_pattern(



in  ResourceNamePattern pattern


)


raises (InvalidResourceNamePattern, 




PatternNotRegistered, 




PatternInUse);


PolicyEvaluatorList get_evaluators_by_pattern (



in
ResourceNamePattern pattern


)


raises (InvalidResourceNamePattern, 




PatternNotRegistered);


void set_evaluators_by_pattern (



in
PolicyEvaluatorList policy_evaluator_list,



in  
ResourceNamePattern pattern


)


raises (InputFormatError, 




PatternNotRegistered,




DuplicateEvaluatorName);


void add_evaluators_by_pattern (



in
PolicyEvaluatorList policy_evaluator_list,



in
ResourceNamePattern pattern


)


raises (InvalidResourceNamePattern, 




PatternNotRegistered,




InvalidPolicyEvaluatorList,




DuplicateEvaluatorName);


void delete_evaluators_by_pattern (



in
PolicyEvaluatorList policy_evaluator_list,



in  ResourceNamePattern pattern


)


raises (InvalidResourceNamePattern, 




PatternNotRegistered,




InvalidPolicyEvaluatorList,




DuplicateEvaluatorName);


DecisionCombinator get_combinator_by_pattern (



in  ResourceNamePattern pattern


)


raises (InvalidResourceNamePattern, 




PatternNotRegistered);


void set_combinator_by_pattern (



in  DecisionCombinator
decision_combinator,



in  ResourceNamePattern pattern


)


raises (InvalidResourceNamePattern, 




PatternNotRegistered);


void delete_combinator_by_pattern (



in  ResourceNamePattern pattern


)


raises (InvalidResourceNamePattern, 




PatternNotRegistered);

};





The PolicyEvaluatorLocatorPatternAdmin object is used to associate PolicyEvaluators with a ResourceNamePatterns.    The object is also used to associate the appropriate DecisionCombinator with the ResourceNamePattern. This submission provides a framework for the support of one or more policy evaluators for a single resource pattern. 

Patterns are used to group resource names without requiring the PolicyEvaluatorLocator administrator to enumerate all the resources names individually;  this is accomplished by associating lists of PolicyEvaluator objects with ResourceNamePatterns, and checking whether a supplied resource name matches any of the Patterns with which it has associated PolicyEvaluators. This section describes how RAD objects decide whether a Pattern matches a resource name. Throughout the section, we use the shorthand phrase "exactly matches" to mean "is exactly the same string as". Patterns have a specific format:  

· A Pattern must include a ResourceNamingAuthority.

· A Pattern must include a list of ResourceNameComponent strings. 

· Each ResourceNameComponent consists of a name_string and a value_string.

Two kinds of ResourceNameComponents can occur in a pattern.

The first kind is a component value pattern. It has the form:

· name_string is a string 

· value_string is a regular expression

A resource name component matches a component value pattern only if its 

· name_string exactly matches the pattern's name_string and its value_string matches the component value pattern's value_string regular expression.

The second kind of ResourceNameComponent which can occur in a pattern is a component wildcard pattern:

· name_string is "*" 

· value_string is "*"

Every component of a resource name matches a component wildcard pattern.

A resource name matches a pattern if and only if the algorithm shown in the figure below returns MATCH.

The algorithm has two inputs: resource name (“name”) and resource name pattern (“pattern”). It also assumes availability of two functions:

· SIZE – returns number of elements in a sequence,

· MATCHES_AS_GRE – returns “yes” if the string provided by first argument matches another string provided by second argument, where the second string is interpreted according to regular expression syntax specified in the definition of ResourceNamePattern type on Page 27, otherwise “no”.
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register_resource_name_pattern()

Before a ResourceNamePattern can be used in the administrative interfaces, it must be registered.  This allows the administration of name patterns separately from the administration of the association of patterns to evaluators and combinators.  Since a ResourceName is a ResourceNamePattern, ResourceNames must also be registered if these administrative interfaces are administer evaluators and combinators.

Implementations may or may not support overlapping patterns; that is, an implementation may choose to allow registration of two patterns both of which match at least one name, or they may choose not to allow such registrations. An implementation which does not support overlapping patterns shall raise the PatternConflict exception when this method is used to register a pattern which overlaps with another previously registered pattern. Implementors should document whether their implementations support overlapping patterns or not.

Preconditions

No preconditions.

Postconditions

1. "resource_name_pattern" is registered.

unregister_resource_name_pattern()

ResourceNamePatterns may be unregistered.  A ResourceNamePattern must not have any evaluators or combinators associated with it when it is unregistered.

Preconditions

No  preconditions.

Postconditions

1. "resource_name_pattern" is unregistered.

get_evaluators_by_pattern ()

The list of PolicyEvaluators associated with the ResourceNamePattern is returned.

Preconditions

No preconditions.

Postconditions

2. return == "resource_name_pattern".registered_ evalautor_list

set_evaluators_by_pattern ()

A list of PolicyEvaluators is assigned for the named resource.  If the resource had existing PolicyEvaluators assigned, they are removed and the entire list is replaced with the ones provided in this method.  The replacement of evaluators for a resource which previously had none results in the added list of evaluators being the only evaluators consulted on an access decision (system default evaluators are no longer consulted unless a system default evaluator is a member of the replacement list).

These evaluators will be the PolicyEvaluators returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.

Preconditions

No preconditions.

Postconditions

2. “resource_name_pattern”.registered_evaluator_list ==  policy_evaluator_list

add_evaluators_by_pattern ()

A list of PolicyEvaluators is added to the list of evaluators for the named resource.  These evaluators will be in the list of PolicyEvaluators returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.  The addition of evaluators to a ResourceNamePattern which previously had none results in the added list of evaluators being the only evaluators consulted on an access decision (system default evaluators are no longer consulted unless a system default evaluator is a member of the added list).

Preconditions

No preconditions.

Postconditions

2. “resource_name_pattern”.registered_evaluator_list ==  union (policy_evaluator_list,  “resource_name_pattern”.registered_evaluator_list)

delete_evaluators_by_pattern ()

The list of PolicyEvaluators is removed from the list of evaluators for the named resource.  These evaluators will not be in the list of PolicyEvaluators returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.

Preconditions

No preconditions.

Postconditions

2. for the "resource_name_pattern" : “resource_name_ pattern”.registered_evaluator_list = “resource_name_ pattern”.registered_evaluators - "policy_evaluator_list"  

get_combinator_by_pattern ()

The DecisionCombinator specified for the named resource is returned.  If a combinator has not been specified for the ResourceNamePattern provided, the return will be nil (it will not return the default combinator).

Preconditions

No preconditions.

Postconditions

2. return == "resource_name_pattern".registered_ decision_combinator

set_combinator_by_pattern ()

A DecisionCombinator is specified for the named resource.  This combinator will be returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.  The DecisionCombinator provided replaces any previous combinator specified for the secured resource. 

Preconditions

No preconditions.

Postconditions

2. "resource_name_pattern".registered_ decision_combinator == “decision_combinator”

delete_combinator_by_pattern ()

The DecisionCombinator for the ResourceNamePattern is removed.  The default combinator will now be returned by the PolicyEvaluatorLocator get_policy_decision_evaluators() method.
Preconditions

No preconditions.

Postconditions

2. Resource names matching only "resource_name_ pattern" will be associated with the efault combinator.”

· IDL code in Appendix 7 “Complete IDL” was updated to reflect that new interfaces: PolicyEvaluatorLocatorBasicAdmin, PolicyEvaluatorLocatorNameAdmin, and PolicyEvaluatorLocatorPatternAdmin replace interface PolicyEvaluatorLocatorAdmin.
1. Introducing conformance classes

· The contents of Chapter 4 “Conformance Classes” was replaced with the following text:


“There are two conformance classes: “RAD without Patterns” and “RAD with Patterns”.

An implementation of Resource Access Decision (RAD) facility compliant to conformance class “RAD without Patterns” must implement all of the interfaces defined in this submission except interface PolicyEvaluatorLocatorPatternAdmin. In this case pattern_admin data member of PolicyEvaluatorLocator interface implementation must have value null.

An implementation of Resource Access Decision facility compliant to conformance class “RAD with Patterns” must implement all of the interfaces defined in this submission. In this case pattern_admin data member of PolicyEvaluatorLocator interface implementation must have non null value.”
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