Comments on HRAC revised submission (Thursday morning, Feb 25, 1999 version) 

John Barkley, Feb 25, 1999

1. There are several occurrences of DFResourceAccessControl instead of DFResourceAccessDecision.

2. A search on the terms “final”, “initial”, “revised” yields several statements that may not be appropriate for this “revised” submission.

3. Page 10, section 1.7.3, change:

How existing CORBAMed specifications are to be modified.

The submitters do not believe any modification is necessary for existing CORBAMed specifications to use the services of an HRAC, however it might be useful for some standard ResourceNames to be defined within the CORBAMed community for common resources within standard services.   Such definition would be a compatible extension of existing specifications.

To:

How existing CORBAMed specifications are to be modified.

The submitters do not believe any modification is necessary for existing CORBAMed specifications to use the services of an HRAC. Standard ResourceNames useful within the CORBAMed community are defined in Chapter 4.

4. Page 12, section 2.1, Introduction, replace the first paragraph with:

This document is a response to the Healthcare Resource Access Control RFP.  The response describes a specification for the Healthcare Resource Access Control (HRAC) Service. The HRAC service is a mechanism for obtaining authorization decisions and administrating access control policies. It enables a common way for an application to request and receive an authorization decision. The service is intended to be used by security-aware applications. 

5. page 15, section 3.2, Reference Models, change:

ResourceName:  A “secured resource” is represented within the HRAC by a ResourceName that is a sequence of strings.

To:

ResourceName:  A “secured resource” is represented within the HRAC by a ResourceName that is a sequence of name/value string pairs.

6. page 18, first sentence of last paragraph on the page, change to:

The PolicyEvaluatorLocatorAdmin interface is used to associate PolicyEvaluators and DecisionCombinators with groups of secured resources. Such groups are specified by a ResourceNamePattern.

7. page 24, section 3.1.2, Types that identify and manage information about secured resources, replace the paragraph describing the item ResouceNamePattern with:

ResourceNamePattern

A ResourceNamePattern is used in Administrative interfaces to allow generalized regular expressions to be provided in the value_string of a ResourceNameComponent for the purpose of administering groups of secured resources.   The regular expression syntax is the Extended Regular Expression (ERE) notation defined by 9945-2:1993 (ISO/IEC) Information Technology-Portable Operating System Interface (POSIX)-Part2: Shell and Utilities IEEE/ANSI Std 1003.2-1992 & IEEE/ANSI 1003.2a-1992 Section 2.8, pages 77-91, "Regular Expression Notation"

8. page 25, replace paragraphs describing PolicyName, PolicyNameList, and PolicyEvaluatorList with:

PolicyName

A PolicyName is a string used to identify an access policy for a secured resource.   This type is only used in the PolicyEvalutorAdmin interface. PolicyNames are assigned by the administrative interface of the policy engine and cannot be modified or controlled by the HRAC.   There is one standard PolicyName of “NO_ACCESS_POLICY”.  See the PolicyEvaluatorAdmin interface for usage.

PolicyNameList

A PolicyNameList is a sequence of PolicyNames. It is used as an input parameter to the set_policies(), add_policies(), and delete_policies() methods of the PolicyEvaluatorAdmin interface. It is returned from the list_policy() method of the PolicyEvaluatorAdmin interface.

PolicyEvaluatorList

A PolicyEvaluatorList is a sequence of NamedPolicyEvaluator.   The PolicyEvaluatorLocatorAdmin interface allows the association of a list of NamedPolicyEvaluator(s) with groups of secured resources specified by means of a ResourceNamePattern.  This type is returned from get_policy_evaluators() and set_default_evaluators() and is used as an input parameter in the set_evaluators(), add_evaluators(), delete_evaluators(), and  set_default_evaluators() methods of this interface.  The PolicyEvaluatorList returned from the PolicyEvaluatorLocator is passed to the DecisionCombinator returned from the PolicyEvaluatorLocator.

9. page 26, replace the paragraph describing AccessDefinitionList with:

AccessDefinitionList

AccessDefinitionList is the type used to request multiple access decisions in a single operation.  It is used as an input parameter to the multiple_access_allowed() method of the AccessDecision interface.

10. page 29, paragraphs describing access_allowed() and multiple_access_allowed(), in both paragraphs, replace the sentence:

ADO clients are not exposed to the security reason for not allowing access.

With:

As a security consideration, ADO clients are not provided with the specific reason for not allowing access.

11. page 30, replace paragraph describing get_policy_decision_evaluators() with:

get_policy_decision_evaluators()

A PolicyDecisionEvaluators structure which contains a list of NamedPolicyEvaluator consisting of the names of the PolicyEvaluators and their object references, and the DecisionCombinator object reference for the resource is returned to the client.  

12. page 34, replace paragraph right below the IDL box with:

The PolicyEvaluatorLocatorAdmin object is used to associate PolicyEvaluators with resources specified by ResouceNamePattern.    The object is also used to associate the appropriate DecisionCombinator with resources specified by ResouceNamePattern. This submission provides a framework for the support of one or more policy evaluators for a single resource.   

13. page 35, in the first sentence of the paragraphs describing set_evaluators(), add_evaluators(), delete_evaluators(), get_combinator(), and set_combinator(), replace the term “named resource” with the term “resources specified by ResourceNamePattern”. Also, within the body of these paragraphs, replace the singular “resource” with the plural “resources”.

