1. Appendix - Use Case Example 

This appendix presents an example illustrating a healthcare scenario and the use of HRAC to provide access control for the instances of healthcare information access implied by this scenario. The example consists of: 

1. A description of the healthcare scenario which involves one or more accesses to healthcare information. 

2. For each healthcare information access required by the scenario:

A. A description of the actions of the healthcare application, the client of the Access Decision Object (ADO).

B. A description of ADO actions with an Object Interaction Diagram (OID).

Before presenting the Use Case, a generic OID describing the ADO is provided.

1.1 Generic ADO Object Interaction Diagram

This section shows the generic Object Interaction Diagram for the ADO.

1.2 Healthcare Scenario: Out-patient Visit to Attending Physician

This scenario (see table 1) illustrates the interaction with a patient record as a result of a patient’s visit with an attending physician at the hospital on an outpatient basis. In this example, the access control policy pertinent to this scenario is called the “Basic Hospital Patient Record Access Policy.”

As described in more detail in the normative part of this document, an access control policy within HRAC is realized by an evaluator applied to static attributes, dynamic attributes, and other factors, such as, time of day and location of the principal. An evaluator can be implemented as an interpreter of rules expressed in some scripting language, e.g., SQL, as a process for which the rules are encapsulated as part of the process, e.g., Java Classes, or as some combination of these methods.

Static attributes are used for describing relatively fixed properties of users and resources, such as, basic user role and resource creation date. The values of static attributes are typically set by a security administrator and are obtained by the application in an implementation specific manner, e.g., from the principal’s credentials. While the use of a static attribute in policy is specified by a security administrator, the values of dynamic attributes are typically set as part of normal information processing. Unlike static attributes which are usually properties of  (i.e.,metadata about) information content, values of dynamic attributes are information content which are necessary to make an access decision. Some examples of dynamic attributes, which may be contained in a patient record or elsewhere, are:

· A list of physicians, i.e., attending physicians, which are currently treating the patient. 

· An authorization permitting the release of mental health information to designated parties. 

Depending on the implementation, a dynamic attribute may be the value of the dynamic attribute or a reference to the value of the dynamic attribute. If a reference, then the dynamic attribute value is obtained by the evaluator if and when the evaluator determines that the value is needed to make the access decision.

HRAC is able to support more than one access policy. This healthcare scenario describes HRAC functionality using the Basic Hospital Patient Record Access Policy. Different developers may implement different access policy evaluators. Dynamic attributes may be associated with only one or several evaluators. New dynamic attributes may be added to the Dynamic Attribute Service of an HRAC when new evaluators are installed. Once dynamic attributes are added to the Dynamic Attribute Service, they may be available for use by all evaluators. In addition to the Basic Hospital Patient Record Access Policy, other policies may specify access control requirements for HIV or mental health information resources which are part of the patient record.

The Basic Hospital Patient Record Access Policy used in this example specifies the conditions under which an attending physician can access a patient record. The policy specifies that attending physicians may read/update a patient record and/or modify certain authorization settings in a patient record. Within this policy, the term “update” when applied to clinical information refers to an append operation. Clinical information in the patient record once entered may not be modified.

Several static and dynamic attributes are used by the HRAC evaluator which implements the Basic Hospital Patient Record Access Policy. Among these are the static attribute “role” and the dynamic attribute “principal/patient_relationship.” The value of the static attribute role specifies the basic role of a user, such as, physician, nurse, and registrar. In this example, the value of role is obtained from the principal’s credentials. The value of the dynamic attribute principal/patient_relationship specifies the relationship between the principal accessing the patient record and the patient who is the subject of the patient record being accessed, e.g., “primary_care,” “attending,” “consulting.” In this example, the value of the principal/patient_relationship dynamic attribute is obtained by the Dynamic Attribute Service by accessing the content of the patient record which contains a list of attending physicians.

Use Case Name
Out-patent Hospital Visit to Attending Physician

Goal in Context
Physician provides care to a visiting patient

Scope & Level


Summary



Preconditions


Patient records already exist in the system, there is already some kind of relationship between the patient and the physician (attending, consulting, admitting, etc.)

Success End Condition
Patient records are updated according to the visit results.

Failed End Condition
Patient records are not updated according to the visit results.

Primary Actors 
Care providing physician



Secondary Actors 


Trigger
Patient visits corresponding physician.

Applicable Access Policy
Basic Hospital Patient Record Access
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[image: image1.wmf]Physician

Log Into

the

System

Read

Patient

Records

Examine

Patient

Update

Patient

Records



Description
Step
Action


1
Physician (or physician representative) logs into the information system unless it was done previously.


2
Physician retrieves patient records and browses them.


3
Physician examines the patient.


4
Physician updates patient records.





Extensions


Step
Branching Action


4 a
Physician changes authorization settings for the patient records (or their sub-set) according to the patient request and/or sensitivity of the information with which records are updated.

Variations
Step
Branching Action



No variations

Related Information


Priority
High

Performance 
1 hour

Frequency 
Many times per hour through the hospital

Channels to actors 
Vision, speech, various instruments and devices in order to examine the patient; computer GUI to log into the system, brows and update patient records.

Open Issues
What authorization settings of the patient records can a related physician change?


What if another related physician has limited access to records that are interesting in the context of the visit and the patient agrees those records can be disclosed?



Superordinate use cases
No superordinates

Subordinate use cases
Log into the system, Read Patient Records, Examine Patient, Update Patient Records, Change Authorization Settings for the Patient Record(s).

Table 1: Healthcare Scenario: Out-patient Visit to Attending Physician

As shown in table 1, there are three types of access to the patient record involved in this scenario: read, update, and change authorization. 

The next section describes the actions of the application program (the ADO client) in reading the patient record including how the ADO is used to determine access according to the Basic Hospital Patient Record Access Policy.

1.2.1 ADO Client Actions: Read Patient Record

Use Case Name
ADO Client Actions: Read Patient Record

Goal in Context
Application program (ADO client) browses patient record.

Scope & Level


Subfunction

Preconditions


Patient records already exist in the system; physician has logged into application program; application program initiated successfully.

Success End Condition
The intended part of patient records are "read" accessed by the caregiver.

Failed End Condition
The intended part of patient records are not "read" accessed by the caregiver.

Primary Actors 
1. Client program acting on behalf of the caregiver (Client)

2. CORBA-compliant application service (Service), which provides "read" access to the required information

Secondary Actors 
1. Access Decision Object (ADO), which provides interface DfResourceAccessDecision::AccessDecision

Trigger
A caregiver is attempting to "browse" parts of the patient medical record.

Applicable Access Policy
Basic Hospital Patient Record Access: An attending physician may read any part of the patient record.
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Description
Step
Action


1
Application program (ADO client), acting on behalf of the physician, obtains the resource_name for the part of the patient record to be read and the static attribute_list.


2
ADO client invokes access_allowed(resource_name, “read”, attribute_list).


3
If access_allowed() returns “true,” then ADO client reads and displays requested part of the patient record to physician; otherwise, ADO Client displays error.





Extensions


Step
Branching Action



No variations

Variations
Step
Branching Action



No variations

Related Information


Priority
High

Performance 


Frequency 
Many times per hour through the hospital

Channels to actors 


Open Issues


Superordinate use cases
Out-patent Visit to Attending Physician

Subordinate use cases
ADO Actions: Read Patient Record

Table 2: ADO Client Actions: Read Patient Record

Table 2 describes the actions of the application program (ADO client) in providing the physician the capability of browsing resources contained in the patient record. The application program obtains from the physician the name of the resource to be read. It then obtains the static attributes from the physician’s credentials. The application invokes the ADO which returns an indication of whether the physician is able to read the requested resource within the patient record. If the physician has read access to the resource, the application displays the resource for the physician.

The next section describes the actions of the ADO when it is invoked by the application to determine if the physician has read access to the patient record resource.

1.2.2 ADO Actions: Read Patient Record

Use Case Name
ADO Actions: Read Patient Record

Goal in Context
ADO renders access decision for a resource which is part of the patient record.

Scope & Level


Subfunction



Preconditions


Patient records already exist in the system; Application program has invoked ADO.

Success End Condition
An access decision is returned by the ADO to the application program.

Failed End Condition
An exception occurred and an access decision is not returned by the ADO to the application program.

Primary Actors 
1. Access Decision Object (ADO), which provides interface DfResourceAccessDecision::AccessDecision

Secondary Actors 
1. Policy Locator Object(PL), which provides the interface DfResourceAccessDecision::PolicyEvaluatorLocator
2. Dynamic Attribute Service Object(DAS), which provides interface DfResourceAccessDecision::DynamicAttributeService
3. Policy Evaluator Object (PE), which provides the interface DfResourceAccessDecision::PolicyEvaluator
4. Decision Combinator Object(DCO), which provides the interface DfResourceAccessDecision::DecisionCombinator

Trigger
Application program (ADO client) invokes ADO.

Applicable Access Policy
Basic Hospital Patient Record Access: An attending physician may read any part of the patient record

Diagram


Description
Step
Action


1
ADO invokes get_policy_decision_evaluators(resource_name) which returns:

1. policy_evaluator_list that contains only one item: the NamedPolicyEvaluator consisting of the evaluator_name “Basic Hospital Patient Record Access Policy” and its object reference policy_evaluator.

2. A decision_combinator.


2
Using the static attribute_list provided by the ADO client, ADO invokes get_dynamic_attributes(attribute_list, resource_name, “read”) which returns attribute_list’, a list of all static and dynamic attributes required for policy_evaluator to make the access decision.


3
ADO invokes combine_decisions(resource_name, “read”, attribute_list’, policy_evaluator_list). Within combine_decisions(), the policy_evaluator with evaluator_name “Basic Hospital Patient Record Access Policy” is invoked returning “ACCESS_DECISION_ALLOWED”. combine_decisions()returns “TRUE” to the ADO. 


4
ADO returns the boolean result “TRUE”.





Extensions


Step
Branching Action



No variations

Variations
Step
Branching Action



No variations

Related Information


Priority
High

Performance 


Frequency 
Many times per hour through the hospital

Channels to actors 


Open Issues


Superordinate use cases
ADO Client Actions: Read Patient Record

Subordinate use cases


Table 3: ADO Actions: Read Patient Record

Table 3 describes the actions of the ADO in providing an access decision when invoked by the application in order to determine if the physician has the capability of browsing resources contained in the patient record. Given resource_name, a resource within the patient record, the operation “read”, and attribute_list, a list of static attributes which contains the static role attribute “physician”, the ADO invokes get_policy_decision_evaluators() with the resource_name which returns:

1. policy_evaluator_list that contains only one item: the NamedPolicyEvaluator consisting of the evaluator_name “Basic Hospital Patient Record Access Policy” and its object reference policy_evaluator.

2. A decision_combinator. 

The ADO obtains dynamic attributes by invoking get_dynamic_attributes() with the static attribute_list provided by the ADO client, resource_name, and the operation “read.” Upon return, a combined list of static and dynamic attributes, consisting of the static role attribute “physician” and the dynamic relationship attribute “attending”, is now contained in attribute_list’. 

The ADO then invokes combine_decisions() with resource_name, the operation “read”, the combined list of static and dynamic attributes attribute_list’, and policy_evaluator_list. Within combine_decisions(), the policy_evaluator with evaluator_name “Basic Hospital Patient Record Access Policy” is invoked returning “ACCESS_DECISION_ALLOWED” since the principal has both the static role attribute “physician” and the dynamic relationship attribute “attending”. Having invoked all evaluators in policy_evaluator_list, combine_decisions() returns “TRUE” to the ADO.

Finally, the ADO returns “TRUE” to the ADO client.










PAGE  
Page 1 of 8
02/25/99  12:38 PM

