Healthcare Security Forum

Meeting Notes by: V. “Juggy” Jagannathan


Wearing the WVU CERC Hat (
This is a short ( summary of a one day workshop jointly sponsored by HOST and NIAP on Nov 18, 1998. First some definitions and concepts:

HOST: Healthcare Open Systems & Trials: A non-profit consortium focusing on trials involving information technologies in healthcare.

NIAP: A collaboration between NIST and NSA for the purpose of establishing security guidelines and an approach that embraces the use of Common Criteria.

Common Criteria: An international standard on the methodology on establishing criteria for security evaluation of information technology systems and products.

Protection Profile: Application and or domain specific set of requirements for satisfying security concerns.

Meeting goal: The goal of this meeting was to establish a group that will define the Protection Profiles for the healthcare industry, its eventual standardization, adoption, and conformance to enable satisfaction of the HIPA legislation.

· Meeting summary: With the sponsorship of NIAP, this effort to define Protection Profiles for Healthcare has been formed. NIST in addition to allocating its own internal resources is also funding the efforts of groups such as ARCA and HOST to lead this effort. The goals of this group now is to come up with a strategy for embarking and defining various areas to encode using the protection profiles. As indicated above, PP is a set of security requirements. Vendors of products (which is considered the Target of Evaluation (TOE)) will put down in writing how they support or satisfy specific sets of PP. Evaluation and assurance bodies will be established to validate and certify such claims. The result: products that satisfy and support the specific security needs of healthcare institutions and are positioned to satisfy HIPA legislation.

· The following is a bulletized version of various notes and/or verbatim scribing of viewfoils. [I normally don’t take notes. I just did not want to fall asleep having woken up at 4:00 am to drive to DC. (]
· Lewis Lorton pitch (Executive officer of HOST)
· Bridge the gap between healthcare policies and healthcare IT systems
Provide the methodology and tools that will support the objectives

· Victoria Thompson (ARCA systems): Healthcare security: Problem statement
What’s needed?

A means, based on widely accepted standards to specify and measure the security of healthcare it systems

Who are the stakeholders:

Primary – patients; medical practitioners

Secondary – others

Needs of policy makers:

A means to ensure polcy is implemented

A way to know if some policy cannot be implemented

Needs of purchasers

· Standard for selection of products and systems

· Confidence that security needs are met

· Cost effective investment

Increased availability of evaluated products 

System integrators

Assurance that products meet security needs

Guidance for securely integrating products

Foundation for competitive advantage

Vendors

Guidance for product development

Focused investment

Differentiation of products

Acceptance in the global marketplace

Evaluators

Standards against which to evaluate products and systems

· Means for consistent and cost-effective evaluation y private sector labs

Patients & Medical practitioners

Confidence in the security of medical information, including patient records

A potential solution


Using the common criteria, an internationally recognized security standard, and an architectural approach, develop a set of protection profiles for healthcare systems that reflect the security needs of the primary stakeholders.

Why get involved now?


To ensure your security needs are addressed

To increase the credibility of your organization
The bottom line


Influence the stand by which the security of healthcare systems will be specified and measure, or be prepared to live with others developed standards…

Approaches to this solutions


Develop common criteria protection profiles to specify security requirements

First step: identify a goal security architecture for healthcare systems


Evaluate products and systems against this common criteria

Presentation by Gene Troy (NIST) – Common Criteria
Introduction to the common criteria for IT security

Goals of CC project


Single (Common) IT products/system security criteria

ISO standard criteria identical to CC


International


Better availability of IT security-capable products

Security criteria


Orange book

IT-SEC (European effort)
Common Criteria – general model


A well-understood/common/flexible technical basis for IT security

Describing IT product security requirements


Protection profile and security target (part 1)


Catalog of security functional requirements (part 2)


Evaluating IT product security features:


Catalog of assurance requirements (part 3)


Seven evaluation assurance levels (EALs)

Key Concepts (1)

Kinds of requirements


Two kinds

Functional requirements


Assurance requirements


Correctness of implementations…

Protection Profiles generic) & Security targets (specific)

PP contents


Target of Evaluation (TOE) descriptions

Security environments


Assumptions


Threats


Organization security


Policies


Secuity objectisvs


Security requiremsnts


Functional requiremenst


Assurance requirements


Rationale

Evaluation Assurance Levels (EALs)


EAL1 – Functionally tested

EAL2 – structurally tested


EAL3 – Methodically testes and checked


EAL4 -  Methodically Designed, Tested & Reviewed


EAL5 – Semiformally Designed and Tested


EAL6 – Semiformally verified Design & Tested


EAL7 – Formally verified design and tested
CC – Current status


CC version 2.0, May 1998 +10/98 ISO tweaks

Now called: ISO Final Draft International Standard 15408


Future plans:

Upcoming ISO balloting for final international standard 15408 – expected completion: 2/99

CC Interpretations Management Board (CCIMB) now established to interpret CC & maintain in future.

Common Criteria Evaluation Methodology

What is Common Evaluation methodology?


A companion to the CC


Focuses on actions evaluators must take to determine that CC requirements have been complied with


Used by evaluation schemas ensure confidence in implementation

To obtain copy of CC:


http://csrc.nist.gov/cc/ccv20/ccv2list.htm
Presentation by: Dr. Ron Ross – Developing a security architecture – from policy to systems implementation
Information systems security


“It is axiomatic among attackers that one does not break components but rather systems, by exploiting unanticipated combinations of features” …quote from somewhere…

What is a security architecture?


High-level description of security services

Technical principles used in system design


Prescription for placement of security services


Foundation for system trade-offs and risk management

Security architecture benefits


Provides a roadmap from top level policy statements to technical implementation

Promotes effective integration of IT products

Information system risks


Unauthorized access

Errors and omissions


IS disruptions (natural or man-made)


Failure to exercise “due care and diligence”

Security Objectives


Integrity; availability; confidentiality; accountability; assurance

Protect, detect, and recover from insecurities

Managing risk


Assess business impact of not meeting security objectives
A balanced approach


Technical and non-technical methods

Encryption; personnel security; computer security; physical security; procedural security


Effective security requires a balanced application of all methods

Defining security requirements


Functionality vs. Assurance

System security model


Multi-tier architecture
User applications

Middleware

Lower ware

OS security

Role of Protection Profile

`
top level specification of security requirements

generalized, consumer driven security requirements


system security requirements

Protection profiles exists for:


Operating systems

Database systems


Firewalls


Applications

Summary


Security architectures provide a vehicle to effectively implement security policies in real world systems


Security architectures and protection profiles can be combined to effectively define information system 

Presentation by Dr. Ron Ross (2nd pitch) – CC – Evaluations and validation scheme n- An overview and conceptual framework.

Today’s climate


Rapidly changing environment

Today’s challenge

Defining security requirements


CC


CC protection profiles


CC security targets

Demonstrating conformance of security features of vendor products


1st path – built it trust me


2nd path – built it – third party evaluation


3rd path – third party evaluation – validation of the evaluation by a consortium


4th path – NIAP validated products lists

CC scheme


NIST and NSA have established under NIAP to evaluate vendor products

Accreditation criteria for evaluation bodies


Validation bodies


CC Testing Laboratories

Presentation by: Diann Carpenter – community contributions to health care protection profiles: what? And why?

User community input


Statement of purpose

Security objectives


Environment Assumptions and Restrictions


Legacy System Descriptions


Vetting

Why is community input necessary?


Address operational needs

Information to protect defined
Statement of purpose


Why? Applicable? Scope?
Security objectives


What you expect to address through automated tools

What you must address procedurally or through your environment

TOE Security environment


Assumptions e.g. Connection to the internet will be permitted

threats


Organizational security policies

Legacy system descriptions


Need to describe what you have

Need a way to determine how well these satisfy security objectives

Vetting


Subject matter experts for review of protection profiles in healthcare
Presentation by: Jon Barmettler, SAIC – Protection Profiles for Healthcare Internet

He talked about a three state project involving: Massachusetts Health Data Consortium; Minnesota Health Data Institute and (Washington) Foundation for Healthcare Quality.

The objectives of this group was to develop security models and tool set that will allow the exchange of electronic medical records over the public internet. 

· Internet security vulnerabilities

· leads to healthcare risks: loss of privacy and confidentiality

Why CC-style Protection Profiles?

Common Criteria General Security Context


Model that talks about owners have valuable assets that needs to be protected against threats by taking countermeasures that reduces vulnerabilities and manages risk.

This tri-state project has defined various protection profiles categorized as HSL level 1 through 7 (and pronounced as Hassle levels ()

HSL Level 1 -> no access to clinical data

HSL Level 2 -> encrypted email

HSL Level 3 -> use of PKI infrastructure – read-only remote access

HSL Level 4 -> incorporates some notions of access control

HSL Level 5 -> Notions of high assurance bastion host; Virtual Private Network; business to business transactions

HSL Level 6 -> ….more secure

HSL Level 7 -> … even more secure (
Presentation by: Victoria Thompson – Healthcare Security forum structure

Preliminary activities


Planning & info gathering

Healthcare goal security architecture development


Protection profile evolution strategy

Protection Profile development process


Create profile; review & revise; NIAP evaluation; adoption; configuration management
How many PP?


TBD
Proposed project structure


Authors -> subject matter experts -> key reviewers -> community reviewers
Participation option


Author, subject mater expert; evaluator
Sample schedule


1 year to develop

Issues


Funding
· 
Protection profile strategy
· architecture

· number

· focus

· order of development

desired completion date

Afternoon breakout session

Various breakout sessions with the intent to bring forth issues related to forming this group. The workgroup looked at the policy statements and access control matrix developed by SAIC and others as part of the tri-state model presented as an example for the Healthcare Protection Profile.

· It was pointed out that the HIPA legislation had some key facets that have some ramifications with regards to security:

· Universal Patient identifier – makes it very easy to pull together all kinds of information and privacy advocates raving mad

· Patient information only disclosed on a need to know basis – access control

· Disclosure of information about patient has to be authorized by patient

· Patients have complete access to their information

· Organization disclosing any patient information must keep a complete trail of who all were notified and who they notified etc. Ie. if A disclosed x to B; and B disclosed x to C; and C disclosed x to D; then it is the responsibility of organization A to know and keep track of the fact that x is now known to B, C and D. Presume all organizations inherit this responsibility.

Konstantin from Baptist and I discussed the various ramifications of the approach to Healthcare Institutions and Vendors by the specification of protection profiles.

Concluding session

The HOST/NIAP effort decided to go ahead with this effort to create Protection Profile for Healthcare industry.
