1. In Section 6: please replace the text between Section 6 and Section 6.1 which reads:


“This appendix presents examples illustrating healthcare scenarios and the use of HRAC to provide access control for the instances of healthcare information access implied by these scenarios. Each example consists of several Use Cases: 

1. A description of the healthcare scenario which involves one or more accesses to healthcare information. 

2. For each healthcare information access required by the healthcare scenario:

A. A description of the actions of the healthcare application, the client of the Access Decision Object (ADO).

B. A description of ADO actions.

C. An Object Interaction Diagram (OID) for the ADO showing the arguments passed and the returns for each object invocation.

Before presenting the Use Cases, a generic Object Interaction Diagram (OID) describing the ADO is provided.”
with the following:
This appendix presents examples illustrating healthcare scenarios and the use of HRAC to provide access control for the instances of healthcare information access implied by these scenarios. Each example consists of several Use Cases: 
1. A description of the healthcare scenario which involves one or more accesses to healthcare information. 

2. For each healthcare information access required by the healthcare scenario:

A. A description of the actions of the healthcare application, the client of the Access Decision Object (ADO).

B. A description of ADO actions with an Object Interaction Diagram (OID).
Before presenting the Use Cases, a generic OID describing the ADO is provided.

2. In Section 6.2, please replace the second paragraph which is:




“

As described in more detail in the normative part of this document, a policy within HRAC consists of an evaluator applied to static attributes, dynamic attributes, and other factors, such as, time of day and location of the principal. An evaluator can be implemented as an interpreter of rules expressed in some scripting language, e.g., SQL, as a process for which the rules are encapsulated as part of the process, e.g., Java Classes, or as some combination of these methods.”
with the following paragraph:

· 

As described in more detail in the normative part of this document, an access control policy within HRAC is realized by an evaluator applied to static attributes, dynamic attributes, and other factors, such as, time of day and location of the principal. An evaluator can be implemented as an interpreter of rules expressed in some scripting language, e.g., SQL, as a process for which the rules are encapsulated as part of the process, e.g., Java Classes, or as some combination of these methods.





3.  In Section 6.2.2, please replace table 3 and associated descriptive text with the following:
























1. 
2. 


1. 











































































Use Case Name
ADO Actions: Read Patient Record

Goal in Context
ADO renders access decision for a resource which is part of the patient record.

Scope & Level


Subfunction



Preconditions


Patient records already exist in the system; Application program has invoked ADO.

Success End Condition
An access decision is returned by the ADO to the application program.

Failed End Condition
An exception occurred and an access decision is not returned by the ADO to the application program.

Primary Actors 
1. Access Decision Object (ADO), which provides interface DfResourceAccessControl::AccessDecision

Secondary Actors 
1. Policy Locator Object(PL), which provides the interface DfResourceAccessControl::PolicyEvaluatorLocator
2. Dynamic Attribute Service Object(DAS), which provides interface DfResourceAccessControl::DynamicAttributeService
3. Policy Evaluator Object (PE), which provides the interface DfResourceAccessControl::PolicyEvaluator
4. Policy Combinator Object(DCO), which provides the interface DfResourceAccessControl::PolicyCombinator

Trigger
Application program (ADO client) invokes ADO.

Applicable Access Policy
Basic Hospital Patient Record Access: An attending physician may read any part of the patient record
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Description
Step
Action


1
ADO invokes get_policy_decision_evaluators(resource_name) which returns Policy_Evaluator for the Basic Hospital Patient Record Access Policy and the Decision_Combinator.


2
ADO invokes get_dynamic_attributes(static_attributes, resource_name, “read”) which returns attributes’, a list of all static and dynamic attributes required for Policy_Evaluator to make the access decision.


3
ADO invokes Policy_Evaluator.evaluate(resource_name, attributes’, “read”) which returns ACCESS_DECISION_ALLOWED.


4
ADO returns the boolean result from Decision_Combinator.combine_decisions({“ACCESS_DECISION_ALLOWED”})





Extensions


Step
Branching Action



No variations

Variations
Step
Branching Action



No variations

Related Information


Priority
High

Performance 


Frequency 
Many times per hour through the hospital

Channels to actors 


Open Issues


Superordinate use cases
ADO Client Actions: Read Patient Record

Subordinate use cases


Table 3: ADO Actions: Read Patient Record

Table 3 describes the actions of the ADO in providing an access decision when invoked by the application in order to determine if the physician the capability of browsing resources contained in the patient record. Given resource_name, a resource within the patient record, the operation “read,” and static_attributes, a list of static attributes, the ADO invokes get_policy_decision_evaluators() with the resource_name which returns the single policy evaluator, Policy_Evaluator, for the Basic Hospital Patient Record Access Policy and the Decision_Combinator associated with resource_name. The ADO obtains dynamic attributes by invoking get_dynamic_attributes() with static_attributes, resource_name, and the operation “read.” Upon return, a combined list of static and dynamic attributes is now contained in attributes’. The ADO then invokes the evaluator referenced by Policy_Evaluator which returns a DecisionResult. If attributes’ contains both the static attribute “physician” and the dynamic attribute “attending,” then the result from policy_evaluator is ACCESS_DECISION_ALLOWED in accordance with the Basic Hospital Patient Record Access Policy. Finally, the ADO invokes Decision_Combinator.combine_decisions() with the result from the invocation of Policy_Evaluator and returns the result from Decision_Combinator.combine_decisions() to the application.



